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Agenda

A CCAP Introduction

A Operational Best Practices for cBR - 8 Features & Tools
A Troubleshooting Techniques for CCAP Services

A cBR- 8 Optimizations and Automation

A Summary

AQ&A
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Cisco Webex Teams

Questions?
Use Cisco Webex Teams to chat
with the speaker after the session

How
‘ Find this session in the Cisco Live Mobile App
.CliCk 0Join the Discussionmo

‘ Install Webex Teams or go directly to the team space
‘ Enter messages/questions in the team space

Webex Teams will be moderated
by the speaker until June 16, 2019.
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Early CCAP

Broadcast QAM
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CCAP Progression

Broadcast QAM
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c

DAVIC QPSK Q
—| %

BFS OAM )
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cBR-8

Cu Premise

A Converged on
SDV/VOD/DOCSIS

A + Broadcast

A +BFS

A |I-CMTS
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AVideo OOB / BFS / Broadcast

not yet converged
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CCAP Progression and DAA (Dlstrlbut_e_d Access

A Transition to DAA with support for
ArChIteCture) Video OOB, BFS, and Encryption
| D
Aux Core 'c' .2
c! =
DAVIC QPSK ! O
*< g=} E
!
Q; > eCM
Principal Core I U S
cBR- 8 Only IP/DPICs (No Coax) CEEegEE®  eSTB
) . eRouter
' ' ’ E eDVA
| . -mm
Y

A Fully Converged

A Remote PHY
A Edge Encrypted Video ( Pkey:
Bcast, VOD, and SDV) DOCSIS RETR

4
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Cloud Native A Virtualize the CMTS
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Cloud Native A Virtualize the CMTS
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Challenges

AStaying productive with day - to- day EAOperationaI Best Practices for
management . CBR- 8 Features & Tools

AAchieving effective troubleshooting EATroubIeshooting Techniques for
in the face of increasing complexity | CCAP Services

ADeploying, Managing, and EA
Monitoring with ever increasing |
density and scale

el
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Agenda

Features & Tools
A Operational Simplification with Service Groups, Load - Balancing, and DSG

A Dynamic Bonding Group

A Load Balancing with Dynamic Bonding Groups

A Upstream Resiliency

A Linear Power Tilt

A D3.1 8 Time and Frequency Division Multiplexing
A Timing Considerations for R - PHY and CIN

A DOCSIS Predictive Scheduler

A PTP Considerations

A 10S Guest Shell

A Telemetry and MIB Updates
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Operational Simplification

rService- Groups
ALoad- Balancing
IDSG

Cisco [l"/&/

#CLUS

aSimplified and Shortened
configuration(s)

APer- Fiber Node instantiation

AModel similar to future Cisco
offerings (cloud native)

ACannot adjust on - the- fly for
iIndividual SGs

RKSPG 2515 © 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



Operational Simplification

Profile Configuration(s)

Mac- Domain
Profile

Primary Channel
Downstream Profile

Wideband

Cable \

Profile

Cisco {l'l/&/

Global Service Group

Profile

#CLUS

Application

q Cable Fiber Node

(*

A Downstream controller
A Upstream controller

-

IOS- XE 16.10 and later:

A Load- Balancing OpSimp
A R-PHY OpSimp

A DSG OpSimp

BRKSPG 2515 © 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



O p e rati O n al S i m pl ifi Cati O n downstream Integrated - Cable 1/0/0 rf -channel 0 -31158

- upstream 0 Upstream - Cable 1/0/0 us - channel 0
cable wideband auto - reset upstream 1 Upstream - Cable 1/0/0us - channel 1
#( rphy )# cable wideband rphy -auto - reset upstream 2 Upstream - Cable 1/0/0 us - channel 2
i . upstream 3 Upstream - Cable 1/0/0 us - channel 3
cable profile mac - domain MD - 1- PROFILE cable upstream 0 power - adjust continue 6
cable shared - secret 7 secret cable upstream 1 power - adjust continue 6
cable privacy mandatory cable upstream 2 power - adjust continue 6
) cable upstream 3 power - adjust continue 6
cable profile downstrgam DS -1- PROFILE cable upstream balance - scheduling
cable rf - bandwidth -percent1 cable upstream bonding - group 1
L ) upstream 0
cable profile wideband - interface WB - 1- PROFILE upstream 1
cable downstream attribute - mask 0x80000000 upstream 2
cable profile service - group RPHY - 1- PROFILE letittl)ﬁ?eiz gOOOOOOO
cable bundle 1
mac- domain 0 profile MD - 1- PROFILE

downstream sg -channel 0 - 31 profile DS - 1- PROFILE
upstream 0 sg - channel O
upstream 1sg - channel 1
upstream 2 sg - channel 2 cable mac -domain - profile MD - 1- PROFILE
upstream 3sg - channel 3
us- bonding - group 1
upstream 0 cable managed fiber -node 1
upstream 1
#..
wideband - interface 1 profile WB - 1- PROFILE
downstream sg -channel 0 -3 rf - bandwidth - percent 1
#...
downstream sg -channel0 -31rf -bandwidth -percentl
wideband - interface 33 profile WB - 1- PROFILE
downstream sg -channel 0 -31158 rf - bandwidth - percent 1

service - group profile RPHY - 1- PROFILE

[
4
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Operational Simplification with Load - Balancing

A Create a Profile Load - Balance and apply it within the Profile Service - Group

cable profile load - balance LB_1_Prdfile

method utilization primary - distributed us - method
utilization

threshold load 2

policy  pcmm

interval 1
cable profile service - group RPHY - 1- PROFILE

cable bundle 1

load - balance docsis -group O profile LB_1_Profile

mac- domain 0 profile MD - 1- PROFILE

downstream sg - channel 0 - 31 profile DS - 1- PROFILE

upstream 0 sg - channel 0
upstream 1sg - channel 1
upstream 2 sg - channel 2
upstream 3sg - channel 3
us- bonding -group 1
upstream O
upstream 1
#...

Cisco {l'l/&/

service - group profile RPHY

show cable load

#CLUS

BRKSPG 2515

- 1- PROFILE

- balance docsis -group fn 1 md c1/0/0

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Operational Simplification with DSG

A In your Profile Service - Group add DSG Configurations cable mac - domain - profile MD - 1- PROFILE

& cable managed fiber -node 1
cable profile service - group RPHY - 1- PROFILE
cable bundle 1
mac- domain 0 profile MD - 1- PROFILE
downstream sg - channel 0 - 31 profile DS - 1- PROFILE

upstream 0 sg - channel 0
upstream 1sg - channel 1
upstream 2 sg - channel 2

upstream 3sg - channel 3 _ service - group profile RPHY - 1- PROFILE
cable downstream dsg chan-list 111

cable downstream dsg timer 1 N N - .
cable downstream  dsg vendor - param 2 Use Oshow-coefiiyesd to see ind u
cable downstream dsg tg 4500

cable downstream dsg tg 4500 priority 2 Show derived - config interface Cable1/0/0
cable downstream dsg tg 4500 vendor -param 2
cable downstream dsg tg 4500 ucid 12

cable downstream dsg chan-list 111
cable downstream dsg timer 2

cable downstream dsg vendor - param 2
What about DSG TG Channel ? cable downstream dsg tg 4500 channel 1

It is auto- generated upon instantiation

vl
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Dynamic Bonding Groups
AOptimization of utilization by creation of as - needed
Bonding Group(s)
AOptimization against CM bonding capabilities
aCompatible with LB, RBG(s), and Static BG(S)
ARelatively new
AHard to completely backout

Cisco (( Vf:/ #CLUS



Dynamic Bonding Groups

ATo enabl e cablendiynamgiarboading-groupo

AlOS- XE will attempt to create bonding groups to
accommodate CM capabilities and distributions

ADBG feature complies with standard RCP profiles

Alnteroperable with Resiliency Bonding Groups and Load -
balancing

AUnused dynamic bonding groups can be reclaimed by
system

AOnly way to cleanly back out is to reload

Cisco ("/6;/ #CLUS



Dynamic Bonding Groups

AFeature will attempt to match CM RCP and create new

Bonding Group

cBR8- 1# show cable mac - domain cable1/0/0 rcc

RCCID RCP RCs MD
1 0000000000 32 O

2 0000000000 8 O 1
3 0000000000 16 O 1
4 0000000000 24 O 1

-DS SG CMs WB/RCC - TMPL
0 WB (Wil/0/0:0) Y Y
WB (Wil/0/0:1) Y Y
WB (Wil/0/0:2) Y Y
WB (Wil/0/0:3) Y Y

D3.0 D3.1

cBR8- 1# show cable dynamic - bonding - group summary
Dynamic bonding group: Enable
BG ID BG Name  BG Size CMs
8194 Wil1/0/0:3 24 8 16
8223

é

ServFlows Create Time

Apr 7 09:12:47.190

Create Client BG State
MODEM_ONLINE

RFid list
8200 -

Create Client

Meaning

MODEM_ONLINE
STATIC_LOAD_BALANCE
DYNAMIC_LOAD_BALANCE

Modem Need (RCP)
Static (Mdm Count) Based LB
Dynamic (Utilization) Based LB

Cisco ("/6;/ #CLUS
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Load- balancing with Dynamic Bonding Groups

ACreates bonding groups for DOCSIS 3.1/3.0 modems to
leverage based on utilization

cable acfe enable
cable dynamic - bonding - group

cable dynamic - bonding - group reclaim - threshold percent 5 modems 6
e

cable load - balance docsis -enable

cable load - balance docsis30 - enable

cable load - balance docsis30 - enable dynamic downstream

cable load - balance method - utilization min - threshold 20

cable load - balance docsis - group FN 1 MD Cablel1/0/0
method utilization

policy pure - ds-load

interval 60

é

vel
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Load- balancing with Dynamic Bonding Groups
AUtllization based load - balancing seeks to fill -in

underutilized BW

- balance docsis - group

Pending - In Pending

cBR8- 1# show cable load

Interface Pstate

In1/0/0:0 up No No
In1/0/0:1 NA No No
e

In1/0/0:22 NA No No
In1/0/0:23 NA No No
In1/0/0:24 initial No No
In1/0/0:25 NA No No
In1/0/0:26 NA No No
In1/0/0:27 NA No No
In1/0/0:28 initial No No
In1/0/0:29 NA No No
In1/0/0:30 NA No No
In1/0/0:31 NA No No
In1/0/0:158 up No No
Average: 68.30. Variance: 1583.544

fn 1 md c1/0/0 rfch - util
- Out Throughput(Kbps) util
36784 98%
37935 100%
28415 75%
28415 75%
2146 5%
0 0%
0 i, 0%
0 Underutilized 0%
2146 RF Channels 506
0 0%
0 0%
0 0%
18743 49%

NBCM WBCM
4 27
0 27
0 5
0 5
0 2
0 2
0 2
0 2
0 2
0 2
0 2
0 2
0 3

Cisco (('/5;/

#CLUS
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Load- balancing with Dynamic Bonding Groups

AUtllization based load - balancing fills- in
underutilized BW by creating BG to leverage
RF channel(s)

cBR8- 1# show cable dynamic - bonding - group summary

Dynamic bonding group: Enable

BG ID BG Name  BG Size CMs ServFlows Create Time Create Client BG State RFid
list

8194 Wil1/0/0:1 16 7 7 Apr 10 15:38:44.720 MODEM_ONLINE OPERATIONAL 8208 - 8223

é

8200 Wi1/0/0:7 8 2 4 Apr 10 16:00:18.447 DYNAMIC _LOAD BALANCBEPERATIONAL 8199 -8205,8208
8201 Wi1/0/0:8 16 5 8 Apr 10 16:01:18.738 DYNAMIC_LOAD_BALANCBPERATIONAL 8192 - 8207

4
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Load- balancing with Dynamic Bonding Groups

AFor example 9 after LB with DBG we see utilization across all RF - ch
cBRS8- 1# show cable load

Interface
In1/0/0:0
In1/0/0:1
In1/0/0:2
In1/0/0:3
In1/0/0:4
In1/0/0:5
In1/0/0:6
In1/0/0:7
e
In1/0/0:25
In1/0/0:26
In1/0/0:27
In1/0/0:28
In1/0/0:29
In1/0/0:30
In1/0/0:31

up
NA
NA
NA
up

NA
NA
NA

NA
NA
NA
up

NA
NA
NA

In1/0/0:158 up
Average: 85.757
Variance: 284.62

Pstate

No
No
No
No

No
No
No
No

No
No
No
No
No
No
No
No

No
No
No
No

No
No
No
No

No
No
No
No
No
No
No
No

balance docsis -group fn 1 md cl1/0/0

Pending - In Pending

36787
22567
22568
22567

21524
22567
22567
22568

37938
37938
37938
36788
37938
37938
37938
18581

- Out Throughput(Kbps)
98% 3 7
60% 0 7
60% 0 7
60% 0 7
57% 0 7
60% 0 7
60% 0 7
60% O 8

49% 0 3

rfch - util

util

100%
100%
100%

98%
100%
100%
100%

NBCM WBCM

OO O WwWwoOoOoOo

18
18
18
22
18
18
18

Cisco (('/5;’

#CLUS

BRKSPG 2515
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Upstream Resiliency

Data- Burst Resiliency for D3.0 MTC - Mode
Almprovement on classic US Partial Mode transitions

US Resiliency Mode Detection Method Pros & Cons
Traditional Missed Station Maintenance (SM) A Disparities when SM/IM is
results in partial state QPSK vs QAM16

pointsd)

Data- Burst Threshold based on user - configured A Better real - world detection
CM MER and FEC A No SM bursts or Fast Polling
cable upstream resiliency data - burst polling - interval 60
interface Cable1/0/0 SNR Threshold: 24, Fec/Cfec 3/0%, hysteresis 4dB
cable upstream resiliency sf - move UGS
cable upstream resiliency sf - move RTPS Logic Test: Data SNR AND (corr FEC OR uncorr FEC)
cable upstream resiliency sf - move NRTPS
cable upstream resiliency data - burst snr 24 ufec 3 cfec 0 hys 4
é

vl
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Upstream Resiliency
US Resiliency Service - Flow

AMoves UGS (active voice) off impaired
upstream of CM

AService flows preserved

cable upstream resiliency data - burst polling - interval 60

interface Cablel1/0/0

cable upstream resiliency sf - move UGS

cable upstream resiliency sf - move RTPS

cable upstream resiliency sf - move NRTPS

cable upstream resiliency data - burst snr 24 ufec 3 cfec 0 hys 4
e

el
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Linear Power Tilt
AAutomatically configure controller to tilt the output power (linearly)

AS et vpoweltiltdinear do max-frequency Hz6 under contr

controller integrated - cable 1/0/0
max- carrier 96
base - channel - power 36

power - tilt linear 4.0 max - frequency 1218000000
rf -chan 031 cBR8- 01#show controller integrated - Cable 1/0/0 rf -ch 0-162
type DOCSIS
frequency sTeelelelelole] Chan State Admin Frequency Type Annex Mod srate Interleaver output

0 UP UP 603000000 DOCSIS
UP UP 615000000 DOCSIS
UP UP 621000000 DOCSIS
UP UP 627000000 DOCSIS
UP UP 633000000 DOCSIS
UP UP 639000000 DOCSIS
UP UP 645000000 DOCSIS
UP UP 651000000 DOCSIS
UP UP 657000000 DOCSIS
UP UP 663000000 DOCSIS
UP UP 669000000 DOCSIS

256 5361 132 -J4 NORMAL
256 5361 132 -J4 NORMAL
256 5361 132 -J4 NORMAL
256 5361 132 -J4 NORMAL
256 5361 132 -J4 NORMAL
256 5361 132 -J4 NORMAL
256 5361 132 -J4 NORMAL
256 5361 132 -J4 NORMAL
256 5361 132 -J4 NORMAL
256 5361 132 -J4 NORMAL
256 5361 132 -J4 NORMAL

rf - output NORMAL
power - adjust 0.0
gam profile 1
docsis - channel -

(D~

W WWwWwWwwWwWwWwmw

2
3
4
5
6
7
8
9
1
1

el
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Time and Frequency Division Multiplexing

AOptimize upstream for
D3.1 and D3.0
environment

ADivision against time -
axis

ACaveats: Bandwidth
considerations from cross -

bonding (D3.1 vs D3.0
devices)

Cisco (l'l/c;/

Frequency

OFDMA Frame Boundaries

1] 2 3 4 5 6
OFDMAL |
(con't) l
sc-aaM 4 |
SC-QAM 3 I
OFDMA 1
SC-QAM 2 |
scaam1 | | [ ]sc-aaM channels
[ ] [ ]
I I |:| OFDMA channel
OFDMA 1
I I [ Guard Band, unused
Time -
#CLUS BRKSPG 2515  © 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



TaFDM Configuration Sample

A Overlap the OFDMA Frequency
Range with SC- QAM

A Configure the Initial Ranging
Frequency

cable mod - profile -ofdma 470
subcarrier - spacing 50KHz
initial - rng - subcarrier 64
fine -rng - subcarrier 192

data -iuc 9 modulation 1024 - QAM pilot - pattern 1
data -iuc 10 modulation 512 - QAM pilot - pattern 1
data -iuc 11 modulation 256 - QAM pilot - pattern 1
data -iuc 12 modulation 128 - QAM pilot - pattern 1
data -iuc 13 modulation 64 - QAM pilot - pattern 1

A10S- XE will automatically
implement TaFDM

A Ensure you are running 16.7 and
later IOS- XE

A Caveats 8 Possible bandwidth
limitations with D3.0 only
modems

Cisco {l'l/&/

cqntroller Upstream - Cable 7/0/0
é
us-channel 12  docsis - mode ofdma
us- channel 12 subcarrier - spacing 50Kk
us - channel 12 modulation - profile 470
us- channel 12 initial - rng - frequency - start 50000000
us- channel 12 cyclic - prefix 96 roll
us- channel 12 symbols - per - frame 8 Specify the IM Freg
no us - channel 12 shutdown

#CLUS BRKSPG 2515

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public
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TaFDM Considerations

Should you implement TaFDM?

A Faster D3.1 Speeds Possible with TaFDMthan Parameters Throughput

with Cross - Bonded OFDMA < 16 MHz + Four ~445 MBps
ATDMA + OFDMA 42- 85 MHz

A é Possibly at the cost OQfpusRdvwiless-baud fdisigps ' at e
A Current scheduler only reserves up to 20% for +16-85 MHz @256- QAM

SC- QAM traffic oFDNA
A TaFDM does provide higher D3.1 modem Cross

speeds but at the expense of limiting D3.0 Bonded

traffic

]
85 MHz

A Cross bonding between OFDMA channel and
SC- QAM provides almost the same D3.1
speeds without as much impact to D3.0 traffic

TaFDM

OFDMA

85 MHz

el
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DOCSIS Timing Considerations for R- PHY & CIN

ADOCSIS requires timing elements to schedule upstream
APTP is used to achieve common timing for CCAP core and RPD
ADLM can be use so MAP advance time adjust to changes in CIN

ADLM does not reduce request - grant delay in CIN with large delay
times or address high CIN delay variance

ADOCSIS Predictive Scheduling (DPS) can reduce / eliminate
request- grant delay by proactively giving upstream grants to
modems based on historic traffic patterns

vl
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DOCSIS Predictive Scheduler

APossible Increased delay
with DAA

A Account for this with
DOCSIS Predictive
scheduler

AResult is generally higher
throughput potential

Cisco {l'l/&/

1

1

: ) ) ®

CMTS

13

f\ X S, Q.
2 N

Q7'§| QG\}@ 2 o
1
1

Data Packet Arrival 1
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80
70
60
50
40
30
20
10

DOCSIS Predictive Scheduler

Multiple Service Flows
Single Service Flow

120
100
80
60
40
H B
] b ; ] B .
Avg Min Max Avg Min Max
ENo DPS (ms) ®With DPS (ms) ® No DPS (ms) ®With DPS (ms)

A Tests use UDP, 40 Mbps with mixed packet size, BE SFs
A 10 ms of latency in the CIN

A Significant improvement in average latency in both cases, but outliers still exist

el
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DOCSIS Predictive Scheduler

A Configure under the MAC -Do ma i n cable tipstream dpsé

cBR8- 01#show interface cable 1/0/0 mac - scheduler 0

DOCSIS 1.1 MAC scheduler for Cable1/0/0/UO : rate 15360000
wfqg:None

us_balance:OFF

dps:ON

dpon_mode:OFF

fairness:OFF

Queue[ Rng Polls] flows 0

Queue[CIR Grants] flows 0

el
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Timing Servers and Placement

APTP Boundary and Master Support for
cBR- 8 starting in 16.12

AMaster Clock have scale limitations
APlacement affects Latency and Jitter
APath Delay Variance must be <=10ms

ACore and associated RPDs should have
common master, be in common domain

AGM to client (RPD) latency independent
from and can be much larger than Core to
RPD latency

Cisco (('/6/

#CLUS

. aAllows increased sessions by making

cBR8 PTP Master or Boundary

AConsider placing ASR or NCS Master

along CIN Spine

ASymmetric path between Master and

Slave important

BRKSPG 2515 © 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



Further Timing Considerations

A Scaling supported by Grandmaster (GM) clock & Total number of unicast

sessions
PTP Master

=S,

PTP Slaves

PTP Boundary S
O’st
"

7
o
*

9:
"

)

g
*

A Increase number of available sessions by: @M
A Adding more GMs and limiting #of sessions per GM
A Adding PTP Boundary Clocks

M - Master Port
. S - Slave Port
A Grand Master connected to CIN spine layer

A Third party or using a Cisco devices like the ASR900 Series
A ASR900 (I0S- XE) and NCS 5k supports timing from Loopback interface

Keeping a symmetric path between master and slave is important

A Boundary clock on leaf node connected to RPD is ideal for scale and
performance

A Use redundant GMs connected to different nodes, should maintain
symmetry via normal IP routing if master is multi - hop

Cisco ("/L’;/ #CLUS BRKSPG 2515

@

-~
PTPTC \

o

*

(%2}

¢ ¢ €
&

R
0‘
—"%
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|OS Guest Shell

ADecoupled execution space
within a Linux container

AlIOS- XE 16.10.1d and later

Open Application Container

Z AP

=

Network OS

Cisco (l Vf,/

AAccess to the network over
Linux network interfaces

AAccess to bootflash
AAccess to |IOS CLI

AADility to install and run python
scripts

AADility to install and run Linux
applications

#CLUS BRKSPG 2515  ©2019 Cisco and/or its affiliates. All rights reserved. Cisco Public

38



Guestshell and Python

IOSXE o6Bbmx 6 Pyt hor IOSXE oeBXd X0 Pyt hon

A Scripts executed locallyon cBR -8

External Python
Execution Environment

SSH/NETCONF

IOS-XE Device

A ldeal for: A Scripts executed externally

A Provisioning automation (ZTP) A Ideal for:

A Automating Embedded Event Manager , : ,
A Configuration management automation

responses
A Application development A Telemetry & Operational data
A Internet of things (I0OT)

A Complex Troubleshooting Tooling

A Controller use cases including APIC -EM /
Cisco Network PNP

el
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|OS Guest Shell Command Description

guestshell enable Starts the guestshell microservice
AConf i QONC,T e | ont er f a c e guestshell disable Stops the guestshell microservice
. . uestshell destro Destroys (clears) the microservice
VirtualPortGroup, and app - hosting ° y Gl
show iox- services Displays the 10X services running and
parameters resource utilization
show app - hosting list Displays the containers running

cBR8- 01#show iox - service

IOx Infrastructure Summary: cBR8- 01# guestshell enable
Interface will be selected if configured in app - hosting
IOx service (CAF) : Running Please wait for completion
IOx service (HA) : Not Running guestshell installed successfully
IOx service ( IOxman) : Running Current state is: DEPLOYED
Libvirtd : Running guestshell activated successfully
Current state is: ACTIVATED
: : uestshell started successfully
interface VirtualPortGroup31 9 - -
description For - Guest - shell Current state is: RUNNING
ip address 13.50.0.1 255.255.255.0 Guestshell enabled successfully
no mop enabled
no mop sysid cBR8- 01#show app - hosting list
app- hosting  appid guestshell ' State
app-vnic gatewayO virtualportgroup 31 guest - interface O
guest - ipaddress 13.50.0.2 netmask 255.255.255.0 guestshell RUNNING
app- default - gateway 13.50.0.1 guest - interface 0

el
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|OS Guest Shell

Command Description

For dohost or Python CLI APIs please ensure you
have ip http server configured

guestshell run bash

guestshell run python

Runs bash process

Runs python process (defaultv2.7.5)

* CSCvn43093 fixed in 17.1 and later means

cBR8- 01# guestshell run bash

[ guestshell@guestshell etc |$cat/ etc /os-release

NAME="CentOS Linux"

VERSION="7 (Core)"

ID="centos"

ID_LIKE=" rhel fedora"
VERSION_ID="7"
PRETTY_NAME="CentOS Linux 7 (Core)"
ANSI_COLOR="0;31"

CPE_NAME=tpe :/o:centos:centos:7"

HOME_URL="nttps:// www.centos.org /"
BUG_REPORT URL="https:// bugs.centos.org
é

Cisco (l'l/c;/

you have tipohttpsergegdl eofd and
on while your guestshell is enabled

F241- 36- 04- cBR8- 01#guestshell run python
Python 2.7.5 (default, Apr 11 2018, 07:36:10)
[GCC 4.8.5 20150623 (Red Hat 4.8.5 - 28)] on linux2

Type "help”, "copyright", "credits" or "license” for more

information.

>>> from cli import *

>>> executep ("show ver ")

Load for five secs: 5%/0%; one minute: 7%; five minutes:

7%

Time source is NTP, 11:22:59.010 edt Tue May 14 2019
Cisco I10S XE Software, Version 16.10.01d

Cisco IOS Software [Gibraltar], cBR Software
(X86_64 LINUX IOSD - UNIVERSALKS M), Version 16.10.1d,
RELEASE SOFTWARE (fcl)
Technical Support: http:/

é

www.cisco.com [/ techsupport
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|OS- XE Guestshell Demo
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IOS Guest Shell Example

Resiliency Bonding Group Customization

A You can configure an arbitrary
number of Resiliency BGs per
Mac- Domain

A More RBGs means better
resiliency but also higher CPU
and less for DBGs and Static
BGs

A Less means possibly
suboptimal protections

A Chassis- wide static RBG
configurations may be
suboptimal

Cisco (('/5;/

Idea: Why not customize/optimize to each
MAC- Domain the number of Resiliency BGs?

Algorithm:

A Assume Dynamic BG with Dynamic LB
Max( s[(s*i)/t], MAX NUM_RBG)

A sisthe size of this bonding group (4 -chis s=4)

A iis the reoccurrence of this bg size

A tis total SC- QAM channels in MD (for 32 SC - QAMs, t=32)

A MAX_NUM_RBGfor 16.10is 16

Example: Say you have Eight 4-ch, four 16-ch, three 24-ch, and one 32-ch:

(4%8)/32 + (4*16)/32 + (3*24)/32 + 32/32=1+2 + 2+ 1 = 6 RBGs
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IOS Guest Shell Example

Play Demo

Cisco (l'l/&/ #####






|OS Guest Resource Utilization

A By default allocates 256 MB of memory and 1% of CPU

Command Description
show app - hosting utilization appid guestshell Current utilization
show app - hosting detail appid guestshell Allocated resources

cBR8- 01#show app - hosting utilization appid guestshell

Application: guestshell
CPU Utilization:
CPU Allocation: 800 units App id guestshell
CPU Used: 0.02 % owner N [0)'¢
Memory Utilization: State : RUNNING
Memory Allocation: 256 MB é
Memory Used: 52124 KB Resource reservation
Disk Utilization: Memory : 256 MB
Disk Allocation: 1 MB Disk 1 MB
Disk Used: 0.00 MB CPU : 800 units
é
Network interfaces

cBR8- 01# show app - hosting detall appid guestshell

Cisco (l'l/c;/



|OS Guest Resource Resizing

A To resize configure under app
oresource profile custom cpu value
memory memory-si z e 0

A Destroy & re-enable guestshell to

take effect

Cisco (l'l/&/

app-hosting appid guestshell
app- vnic gatewayO virtualportgroup 31 guest - interface O
guest -ipaddress  13.50.0.2 netmask 255.255.255.0
app- default - gateway 13.50.0.1 guest - interface O
app- resource profile custom
cpu 1000
memory 1028

cBR8- 01#show app - hosting detail appid guestshell

App id
Owner
State
Application
Type
Name
Version
Description
Path
Activated profile name : custom
é
Resource reservation
Memory
Disk
CPU

guestshell
ioX
: ACTIVATED

Ixc

GuestShell
:2.5.1
: Cisco Systems Guest Shell XE for x86_64
./ guestshell /. guestshell.tar

: 1028 MB
1 MB
: 1000 units

#CLUS BRKSPG 2515  © 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Telemetry Updates

AIPDR Support for IPv6 and CMTS - Initiated IPDR (16.12)
AIPDR Template (16.12.1c)

vl
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MIB Updates

ADSG Tunnel Statistics d dsglfTunnelDsStats (16.10)

ANew MIB Entity Description for CISCO - ENTITY- ALARM- MIB
(16.10.19)

A Support for OFDMA Partial service and Related MIBs (16.12.1b)
AMIB for Capacity (16.12.1¢)
APNM MIB support for i- CMTS (16.12.1¢)

AdocsRphyStatsRpdDsScQamPerfStatsTable and
docsRphyStatsRpdUsScQamChanPerfStatsTable (16.10.1d)

vl
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Troubleshooting
echniques for CCAP
Services

TIRLE
You make the power of data possible

Cisco (l'l/&/



Agenda

Troubleshooting cBR - 8 and R- Phy Features
A10S Shell

AD3.1 CM Throughput And Bonding Validation
ACCAP Video Troubleshooting

A Advanced Voice Troubleshooting Techniques
ADTrack

ASmartPHY

vl
Clsco (lvcl #CLUS BRKSPG 2515  ©2019 Cisco and/or its affiliates. All rights reserved. Cisco Public 51






|OS She” Not the same as 10S Guest Shell

ABasic shell on I0S- XE CLI A

AConfiguration and Exec both possible

sEnabl e with chelhprocegsing a AMissing \éarlable substitution

fU"O cBR8- 01#terminal shell trace
. . . cBR8-01#for 1 in123456;do
ADi sabl e with noshallf I g u r ESEEEEEtEN
. , do..done >done
processing o
AEnabl e on tommasheldt (1t o .
shell trace) 006067: May 15 08:38:28.909: %PARSER -6- LOG:
CLI_command: show cable rpd  name
: : : 006068: May 15 08:38:28.931: %PARSER -6- LOG:
ATerminating the VTY terminals the process CLI command. show lieonse al
<snip>
ABe aware of security considerations ¢

el
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IOS Shell Sample

lterative LCHA Failover for every LC

term shell

forslotin1236789; do

redundancy linecard switchover from slot $slot
echo "Failover initiated - wait 5 minutes"
sleep 300

redund linecard switchover from slot O
echo "Failback initiated to $slot

minutes"

PG 2515

sleep 300

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public






D3.1 CM Throughput And Bonding Validati

AD3.1 OFDM and OFDMA Configuration Verification
ABonded CM Operational Verification

AOverall Throughput Numbers On cBR -8

APer CM DS and US Performance Verification

ol
Cisco ("/6’ #CLUS BRKSPG 2515  ©2019 Cisco and/or its affil
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cable downstream ofdm - chan - profile 100

D3 1 D S Profile ID 1 100 cyclic - prefix 192
. interleaver - depth 16

Cyclic Prefix 1024 192 pilot - scaling 48

Configuration

subcarrier - spacing 50KHZ

FFTKhz 50 50 profile - control modulation -default 256 - QAM

A OFDM Chan nel PrOfI |e(S) Intl Depth 16 16 profile - data 1 modulation - default 1024 - QAM
. . 48 48 profile - data 2 modulation - default 2048 - QAM

A OFDM Modulation P r0f||e(s) Pilot Scale profile - data3 modulation - default4096 - QAM

i D:256 | D:256
A Controller Integrated - Cable Modutation interface Wideband - Cable2/0/1:13
ontro cable bundle 1
. D:1 D:1 cable rf -channelschannel -list 0-31 158
2048 1024
Data Profile 2048
controller Integrated - Cable 2/0/1 1-2-3-4-5 1024
max- ofdm - spectrum 384000000 2096 QIR BT
max- carrier 64 . -
base - channel - power 35 Diff datamod profile for
rf -chan 031 cable downstream ofdm - modulation - profile 1 range of sub - carriers
type DOCSIS subcarrier - spacing 50KHZ
frequency 591000000 width 192000000
rf - output NORMAL start -freq 642000000
power - adjust O assign modulation - default 1024 - GAM
gam- profile 1 assign modulation 512 - QAM range - subcarriers freq - abs 824000000 width
docsis - channel -id1 10000000
rf -chan 158 - assign modulation 2048 - QAM range - subcarriers  freq - abs 644000000 width
power - adjust 0.0 QI ) et 16000000
docsis - channel -id 159 assign modulation 2048 - QAM range - subcarriers freq - abs 660000000 width
ofdm channel - profile 100 start - frequency 32000000
780000000 width 192000000 plc 873000000 assign modulation 4096 - QAM range - subcarriers freq - abs 692000000 width
30000000 BRKSPG 2515 57




D3.1 US Configuration

A OFDMA Channel Profile(s)
A OFDMA Modulation Profile(s)

A Controller Upstream - Cable

Expanded to 7 IUCs (9 to 13)

cable mod - profile -ofdma 424
subcarrier - spacing 25KHz
initial - rng - subcarrier 64

fine -rng - subcarrier 128

data -iuc 12 modulation 1024
data -iuc 13 modulation 256
<snip>

- QAM pilot - pattern 8
- QAM pilot - pattern 8

interface Cable 2/0/1
load - interval 30

A Interface Cable

US-CH 12- 15 OFDMA

controller Upstream - Cable 2/0/2
us - channel 0 frequency 17600000

us - channel 0 channel - width 1600000 1600000
us- channel 0 docsis - mode atdma us-chann

minislot - size 4
us - channel 0 modulation - profile 221
us- channel 0 equalization - coefficient

<snip>
us- channel 12
us - channel 12 subcarrier

docsis - mode ofdma
- spacing 25KHz

us- channel 12 modulation - profile 424
us - channel 12 frequency - range 42000000 85000000
us - channel 12 cyclic - prefix 96 roll - off - period 0

us- channel 12 symbols - per - frame 9
no us - channel 12 shutdown

OFDMA channelwith
profile

downstream Integrated - Cable 2/0/1
downstream Integrated - Cable 2/0/1
downstream Integrated - Cable 2/0/1
downstream Integrated - Cable 2/0/1

ownstream Integrated - Cable 2/0/1

- Cable 2/0/2 us
- Cable 2/0/2 us
- Cable 2/0/2 us
- Cable 2/0/2 us
- Cable 2/0/2 us
-group 1

pstream O Upstream
upstream 1 Upstream
upstream 2 Upstream
upstream 3 Upstream
upstream 4 Upstream
cable upstream bonding
upstream O
upstream 1
upstream 2
upstream 3
upstream 4
attributes 80000000
cable bundle 1

OFDMA channelas a part

rf - channel O
rf - channel 4
rf - channel 8
rf - channel 12
rf - channel 158
- channel 0

- channel 1

- channel 2

- channel 3

- channel 12

of USBG

#CLUS BRKSPG 2515
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DOCSIS 3.1 Operational Maintenance

33 Channels 6 32 SC-

QAM + 1 OFDM

ldentifying D3.1 Modems Operational
Version 3.1 Number of
OFDM Chans
cBR8- 01# show cable modem docsis version d31 - capable
MAC Address I/F MAC Reg Oper [P'SxUS us
State Ver Ver OFDMA
1 $7.180e.3 eed4 C3/0/1/UB w-online (pt) 3.13.1 33x5 1
1 47.f80e.3ffc C3/0/1/UB wonline (pt) 3.13.1 33x5 1
Show Cable Modem Docsis Version Summary Total

Total D3.1 CBR8 01# show cable modem docsis verion summary total

mOd:ArTIIDS per DOCSIS Registered US QoS US Phy Mode DOCSIS Mode

Interface e 3.0v2.0v1.1v1.0 v1.1 v1.0 ofdm atdm tdma UP WB WP
C2/0/1/UB 32 0 0 0 32 0 7 25 0 0 32 0
C2/0/0/UB 4 0 0 0 4 0 0 4 0 0 4 0
Total D3.1 C3/0/0/UB 38 0 0 0 38 0 0 3 0 0 38 0
modems per C3/0/1/UB 0 0 0 5 0 0 5 0 0 5 0
chassis -
Total: 118 v1.1: 118 UB :116 WB: 116
UP :0 WP: 0
.0: v1.0: 0 ofdm: 7 NB: 2
v1.1: 0 atdm: 111

v1.0: 0 tdma: 0

Cisco (l"/cll BRKSPG 2515
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D3.1 Bonding Validations CM

A Show cable modem {mac-address | ipaddress } wideband rcs-status

A Make sure CM is not in iPartial Serviceo
A MAC state will be fp-online(pt)o f or DS parti al service

Chan status for a CM

cBR8- 01#show cable modem 14b7.f80e.3ee4 wideband
-CTRL RF CHID STATUS TYPE PRIM

14b7.f80e.3ee4 2/0/1 0 1

8

30 31 UP
31 32 UP
158 159 UP

el
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Overall Throughput Numbers On cBR -8

show controllers { downstream - cable | integrated - cable } slot/sub/port
counter rf - channel 0- 162

cBR8- 01# show controllers integrated - Cable 2/0/1 counter ofdm - channel

Controller Chan# Profile/PLC Packets Bytes MaxRate Rate Utilization
(Mbps)  (Mbps) (%)

2/0/1 158 Total 21215976761 20531535357096 1216.056926 100.0

2/ 0/ 1 0 178625333 254776976190 496  0.004952 0.0

2/0/ 1 1 5290363 214635993 616 0.001600 0.0

2/0/1 2 21015238174  20274362725057 1216 1216.005271 100.0

2/ 0/ 1 PLC - MMM 15771114 1161805398 0.008840

2/0/ 1 PLC -EM 0 0 0.000000

2/ 0/ 1 PLC -TR 0 0 0.000000

cBR8- 01# show controllers downstream - cable 7/0/0 counter rf - channel Field Meaning

Controller RF MPEG ~ MPEG  MPEG Sync MAP/UCD User QAM MPEG BPS Raw throughput (MPEG)
Chan Packets bps Mbps Packets Packets Mbps Util
TX TX TX Percentage

0 0 0000 0 0  00.00 000.00 QAM Util (New) Percentage utilized

0 0 00.00 O 0 00.00 000.00 ;
8239954 2475952 02.47 O 0 02.39 006.60 Percentage pe el IR

85927382 25769779 25.76 O 0 24.94
85927608 25769027 25.76 O 0 24.94
8239088 2474599 02.47 O 0 02.39
8210840 2463770 02.46 O 0 02.38 006.57
50103 15040 00.01 O 0 00.01 000.04

User BPS Payload throughput

~NOoO Ok~ WNPEFE O

P019 Cisco and/or its affiliates. All rights reserved. Cisco Public



DS Performance Verification Ne TR e D ER oA

) _ _ service in Up mode
A Show cable modem <mac/ip-add> service-flow

CurrentDS
throughput

Wideband intfis for
forwarding.
Modular intf. Or Dynamic
WC Intf For WB CM in partial
service mode

US Requests for
Grants US BW

vel
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Service

Upstream Performance Verification /fUSNotinParﬂa'-

cBR8- 01#show cable modem 14b7.f80e.3ee4
MAC Address IP Address I/F MAC Prim

RxPwr Timing Num|
Sid ( dBmy) Offset CPE P

14b7.180e.3ee4 13.41.0.34 w-online( pt) 7 0.00 2095 0 N

cBR8- 01#show cable modem 14b7.f80e.3ee4 verbose
Partial- Mode Failed TCS Bitmap
Information LSB is highest US MAC Address 14b7.f30e.3eed
Ranging Status cnt = continue IP Address
dr = down recovery
sta = station maint (good) IPv6 Address
Dual IP
Codewords Good CW incrementing Prim Sid
Corrected and Uncorr not Host Interface
Upstream Channel
Tjming offset Not changing much Ranging Status :
— Upstream SNR (dB) 1424 . .
For throughput >= 40M Upstream Data SNR (dB) £ 40.0 39.8 3556
2 sid clusters with 2 max Received Power (  dBm\J : 000 0.00 0.00
request per sid Data Burst resiliency suspended : N N N
For fairly balanced utilization on Reported Transmit Pc_)wer ( 30.00 30.00 30.50
US channels under one USBG Commanded Transmit Power : $0. 30.00 30.00  30.50
per MDC fi gabl o Corrected Codewords rx :0 0 0 0
ont 1 gable e n Uncorrectable Codewords  rx 17 0 0 0
upstream balar_1ce- . Phy Operating Mode : atdma * atdma * atdma * atdma *
s ¢ h ed ulgloballg o
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Upstream Performance Verification

cBR8- 01#sho cable modem 14b7.f80e.3ee4 service -flow 11
Sfid 111
Hfid : 285
Mac Address . 14b7.f80e.3ee4 cBR8- 01#sh cable admission - control int c2/0
Type : Primary Interface Cable2/0/1
Direction : Upstream Upstream# 0
Current State : Active
Rate Limit Delayed Grants 10 Upstream Bit Rate (bits per second) = 30720000
Rate Limit Dropped Grants .0 Sched Table Rsv- state: Grants 0, Regpolls 0
Current Throughput : 16017517 bits/sec,2010 packets/sec Sched Table Adm- state: Grants 0, Reqpolls 19,
US Bonded - YES 0o

pstream Bonding oL - UBG -

UGS- AD: 0 SIDs, Reservation- levelin bps 0
RTP 0 ) Reservation- level in bns O
Upstream PCH 112 13 14 15
gzgm:::: \[;?s!farded 30926917 | BE 2 SIDs, Reservation-levelin bps 0
Segments Lost o) Sy TS Sl |
< >
Request polls issued :0
BWRegs { Cont,Pigg,RPoll,Other } : 189704, 10753203, 0, 0
Grants issued : 301850
Packets received : 137439110
Bytes received : 67873270485
Queue- indicator bit statistics : 0 set, O granted
Good Codewords rx : 30964862
BRKSPG 2515







High Level Video Flow

Video Services Troubleshooting . N
Common Problems —
Al. No Video II
AVideo Configurations

ASession Validations
AADSG Validations

A2. Macro-blocking or Impaired Video

AThroughput Rates
ADropped Packets
AReserved Session Rates

K SRM Video Sources/
i 66

el
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Video Services

Video Session Setup

Al
A 2 STB communicates to EC/SRM to request content

A 3 SRM requests session creationto cBR - 8
- Source Specific Multicast or Unicast (VOD)

A 4 SRM transmits to STB the session information

A5
- Add Encryption if cBR - 8 doing edge Encryption
- CcBR- 8 initiates the SSM / SRM instructs source to start

A 6 cBR- 8 forwards content on the appropriate SG
A 7 Set Top tunes to appropriate QAM Carrier

- Decodes program with the provided encryption keys and
program information

Cisco ("/c:/ #CLUS

EC/DNCS

BRKSPG 2515
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Video Services Configuration

cBR- 8 Configuration Overview
A Logical Edge Device LED

A

A Service Distribution Group SDG

A Binding VCG and SDG

A Interface Virtual Port Group VPG
A Subnet for Virtual Edge Input VEI
A Controller for Video QAMSs

A IP Subnets for VPG and VEI(s)

A Chassis MAC Address

A Access- list(s) and Route - Map(s)
Cisco(l'l/&/

#CLUS

Checklist

Best Practices

One LED Per Cable Line Card

Unique Output Port Numbers for each LEDs and
VCGs

Uniform binding of VCGs and SDGs

Uniform naming conventions

Loopback for Management Interface(s)
Separate Subnets of Virtual-Port Group and VEI

To To Po o I Do

IP Subnets Required

A Bundlei CPE/STB subnets

A Virtual Port Group 0 i Management Subnet
A Virtual Edge Interface - /32 Static Subnet

IGP Routing Required
A Redistribute Connected Virtual Port Group
A Redistribute Static Virtual Edge Device IP(s)

Access Lists Required
A Multicast Uplink ACL allowed

BRKSPG 2515 © 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public 68




Cable Video Components

A LED 6 Logical Edge Device
AoQP6 QAM Part i-10i on i n

ALED can be though olfo as

A Management IP
A IP of the LED

A andIP 2
A 1P Address of VSRM Primary and Standby

A Virtual Edge Input
A Destination IP for VOD

A Interface Virtual Port Group 0
A Loopback/Virtual
A Subnet where Mgmt Ips are
A Redistribute Connected in IGP

A Encryption
A Multicast Uplink and ACL

cBR8 / EdgeQAM

TSID / Output Ports

Server IP1 Management

IP1
MAC- addr

Virtual Input Edge IP

TSID / Output Ports

Server IP1 Management

IP2
MAC- addr

Virtual Input Edge IP

TSID / Output Ports

Server IP1

R

1
o
=
i
S~~~
q.

c
o
l_
]
(&)
©
Y
S
O
+—
=

o
Q.
>
o
S

O
j
(@)

o
@©
>

=

>
()
O
@©

T
Q
o
=

Interface
Ten5/1/0 -2

Management IP3

Virtual Input Edge IP
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Configuration Example

Various services for each LED to SG

Controller IC/DS 1 Service Distribution Group
RF Channel DOCSIS

SG 17-24 VOD & SDV

TSID / Output Ports

Server IP1 Management
IP1
Virtual Input Edge IP

MAC- addr
TSID / Output Ports

Server IP1 Management
IP1
Virtual Input Edge IP

SG 1-56 Broadcast

RF Channel Video

Controller IC/DS 2

RF Channel DOCSIS

RF Channel Video

el
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Video Services

How it should work

SRM

Video
Sources

LED1 Create session 1 Output Port 2
SRM S=1.2.3.4 G=239.1.1.111 Bitrate=12.5Mbps

Video Source

Cable Linecard

STB

Service Distribution Group

\ﬁrtuaIMan dSucces s Digital QAM

Service Distribution Group

s Digital QAM
As per SDG Bind this is 1C1/0/0

LED1 Incoming S,G maps to QAM Replication possible
Logical Edge Device 2 TSID 10002 Output port 2 but not illustrated

‘ Virtual Management Port ‘

Virtual ForIGroup

—

Ten5/0/1 ‘ ‘ Tenh 5/0/0 ‘ TTe /1

/

Cable Linecard /

Cisco ("/61/ #CLUS BRKSPG 2515
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CCAP Video Troubleshooting

Video Sessions Deep - Dive

Command Insight

show cable video sessions logicalid id Per- LED Sessions : Look for statistics, trends, general health
show cable video sessions all [summary] Per- Chassis Sessions : Statics, trends, session states

show cable video sessionlogicalid id session- id sess- id Per- Session Details: Input/Output, Packet counts, and MPEG Stats

show cable video sessions logical id

ACTIVE- PSI ON

Pre - encrypted  Encrypted
PowerKey Encrypted

show cable video session all summary

State Meaning
Pre- Encrypted Bulk Encrypted
Active :2105 Idle
o 0 e Active - PSI Active and PSI Info
Passthru ) . g
Init Session pinned up
Idle Waiting for incoming traffic
Off Timed out waiting

el
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CCAP Video Troubleshooting

Video Sessions Deep - Dive
MPEG Counters Meaning

CC Error Continuity Check error & Incoming stream
inconsistent

PCR Jump Clock/Timing Inconsistency

Under/Overflow Jitter and latency buffers

Encryption Type PowerKey

Errors: Sync loss 0, CC error 65, PCR Jump 0,
Underflow 1, Overflow 1, Block 0

vel
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CCAP Video Troubleshooting

Debugs and Tracing

Command Insight

debug cablevideo gqi Enables GQI Debugs

set platform software trace {led- 01} RP active { vgqi- mgmt | Sets additional tracing for Debugs to be meaningful
vgqi- msg } noise

show platform software trace message {led- 01} RP active Displays the resulting debug/trace logs

vl
Clsco (lWI #CLUS BRKSPG 2515  © 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public 74



RPHY - RPD Video Troubleshooting Deep - Dive

show downstream channel counter{ dps | tpmi | dpmi }

DPS Transmitted Packets What packets are tx on the carrier
TPMI Rx Match Destination If incrementing : valid tuple
MAC, IP, and L2TPv3 received for channel
Session D
DPMI Rx Match L2TPv3 If incrementing : valid sequencing
SessionID and received
Sequence Number If SeqErr- Pkt : Out of sequence
Checking packets received

Cisco {l'l/&/

#CLUS

Level Rx- pkts Rx- sum- pkts
Node Rcv 182177630 182177630
Depi Pkt 2382390178 2382390178

Port Chan Rx - pkts Rx- sum- pkts
DS_0 39 778328859 778328859

DS _0 44 460223051 460223051

DS_0 45 460211632 460211632
DS_0 46 460221125 460221125
DS_0 47 460344092 460344092

Port Rx- pkts Rx- sum- pkts Drop - pkts
DS_0 3863639261 3863639261 (0]
us_ o 485970657 485970657 0
us 1 2244 2244 0

Drop - sum- pkts

Field Pkts Sum pkts
Dpmi Ingress 2203906685 2203906685
Pkt Delete (0] 0

Data Len Err O 0]

Chan Flow_id Octs Sum octs SeqErr - pkts SeqErr - sum-

pkts
a7

(0] 3887236816 3887236816 5
47 1
47 2
47 3
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Advanced Voice Troubleshooting

AVacancy Tables and the MAC - Scheduler
AVoice Show and Debug

A Service Flow Troubleshooting

ASID Tracker

Cisco ("/5;/ #CLUS BRKSPG 2515  ©2019
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Vacancy Tables and MAC - Scheduler

Command Purpose & Validation

show interface cable slot/sub/port mac- scheduler upstream Utilization % and Number of
Service Flows

show interface cable slot/sub/port mac- scheduler upstream map- stats Mini- Slot Vacancy Tables are
correct

cBR8- 01#show interface cable 1/0/0 mac -sch 0 map - stat

cBR8- 01#show interface cable 1/0/0 mac -sch 0O

UBR MAP Proxy UO for Cable1/0/0/UO:

UBR MAP Proxy U0 for Cable1/0/0/UO0:
mslots_per frame :1 frame_in_nsecs : 12500
Bktwidth :(2000 usecs , 20480 tstamps , 160 mslots ) numbkts:150
Tblwidth (300000 usecs , 3072000 tstamps , 24000 mslots )
Vacant bkt interval: 4800 mslots
Bucket vacancy table ( slot_count , used_ms, vacancy_ms )

DOCSIS 1.1 MAC scheduler for Cable1/0/0/UO : rate 15360000
wfg:None
us_balance:OFF
dps:ON
dpon_mode:OFF

( 1,160, 0)( 0, 3,157)( 0, 3,157)( 0, 3,157)( fairmess:OFF
( 0, 3,157)( 0, 3,157)( 0, 3,157)( 0, 3,157)( Queue[ Rng F_’olls] flows 0
( 0, 3,157)( 0, 3,157)( 0, 3,157)( 0, 3,157)( Queue[CIR Grants] flows 0

Avg upstream channel utilization(%data grants) : 65%
Avg upstream channel utilization in 30 sec : 66%

Avg percent contention slots : 30%

Avg percent initial ranging slots : 2%

Avg percent minislots lost on late MAPs : 0%
Avg percent guardband slots : 0%
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Voice Services

Commands

A show cable upstream service - flow summary

A show cable modem voice

A show cable modem mac- address service- flow [verbose]

A show interface cable slot/subslot/port service-flow gos us | include UGS
A show interface cable slot/subslot/port service- flow sflow-id verbose

A show interface cable slot/subslot/port dynamic- service statistics

A show cable admission - control interface slot/ subslot/port {bonding - group
all | upstream us- number}

A debug cable dynsrv
A debug cable qos

vl
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Voice Services Flow Debugs

Dynamic Service Flow
Debug cable dynsrv & Debug cable tlvs

Mar 9 19:28:49.792:
Mar 9 19:28:49.792:
Mar 9 19:28:49.796:
Mar 9 19:28:49.796:
Mar 9 19:28:49.796:
Mar 9 19:28:49.796:
Mar 9 19:28:49.796:
Mar 9 19:28:49.796:
Mar 9 19:28:49.796:
Mar 9 19:28:49.796:
Mar 9 19:28:49.796:
Mar 9 19:28:49.796:
Mar 9 19:28:49.796:
Mar 9 19:28:49.796:
Mar 9 19:28:49.796:
Mar 9 19:28:49.796:
Mar 9 19:28:49.796:
Mar 9 19:28:49.796:
Mar 9 19:28:49.796:

Mar 9 19:28:49.796:
Mar 9 19:28:49.796:
Mar 9 19:28:49.796:
Mar 9 19:28:49.796:
Mar 9 19:28:49.796:

DSA REQ RECD: OrgMac - >0013.1050.3801 Orgld - >89 Mac- add of CM

DSA - STATE CREATED: OrgMac- >0013.1050.3801 Orgld - >89 -
Found Upstream Service Flow TLV DSA REQ Received

Service Flow Reference : 1 : :
QoS Parameter Set Type : 0x2 Admit Service Flow only
Scheduling Type : 6 US Scheduling type UGS

Request/Transmission Policy : 0x17F
Unsoliciied Grant Size - 232 Std. UGS size for G.711/20ms
Tolerated Grant Jitter : 800 20 ms tinterval

Nominal Grant Interval : 20000
Grants Per Interval : 1

Found Upstream Packet Classifier TLV
Classifier Reference : 1

Service - Flow Reference : 1
g g Classifier not active yet
Found IP Packet Classifier Sub -TLV
Protocol : 17

Source Address : 24.34.240.235
Destination Address : 24.34.240.247

Source Port Start : 53456 —
Source Port End : 53456 RTP port numbers

Destination Port Start : 53456
Destination Port End : 53456

Cisco (l'l/&/
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Voice Service Flow Debugs

Debug cable dynsrv & Debug cable tlvs

Mar 9 19:28:49.796: Found Downstream Service Flow TLV
Mar 9 19:28:49.796: Service Flow Reference : 2

Mar 9 19:28:49.796: QoS Parameter Set Type : 0x2

Mar 9 19:28:49.796: Traffic Priority : 5 DS service flow with high priority
Mar 9 19:28:49.796: Maximum Sustained Traffic Rate : 87200
Mar 9 19:28:49.796: Maximum Traffic Burst : 1522

Mar 9 19:28:49.796: Minimum Reserved Traffic Rate : 87200
Mar 9 19:28:49.796: Minimum Reserved Rate Packet Size : 218
Mar 9 19:28:49.796: Found Downstream Packet Classifier TLV
Mar 9 19:28:49.796: Classifier Reference : 2

Mar 9 19:28:49.796: Service - Flow Reference : 2

Mar 9 19:28:49.796:  Rule Priority : 128

Mar 9 19:28:49.796: Activation State : 0

Mar 9 19:28:49.796: Found IP Packet Classifier Sub -TLV

Mar 9 19:28:49.796: Protocol : 17

Mar 9 19:28:49.796: Source Address : 24.34.240.247

Mar 9 19:28:49.796: Destination Address : 24.34.240.235

Mar 9 19:28:49.796: Auth Block: .

Mar 9 19:28:49.796: 0x0000: 01 06 01 04 00 00 14 3E
Mar 9 19:28:49.796: Sfref =1, SFID =103 < - Service Flow IDs assigned by CMTS

Mar 9 19:28:49.796: Sfref = 2, SFID = 104

Mar 9 19:28:49.796: Cfr -ref =1, CFID = 33, SF -ref 1, SFID 103 SF'D ass|gned for US and DS
Mar 9 19:28:49.796: Cfr -ref = 2, CFID = 34, SF - ref 2, SFID 104

Mar 9 19:28:49.796: DSA RSP SENT: CM >0013.1050.3801 Transcld - >89 ConfCode ->0
Mar 9 19:28:49.896 : DSA ACK RECD  OrgMac- >0013.1050.3801 Orgld - >89 ConfCode ->0 DSA Response sentand ACK received
Mar 9 19:28:50.196 : DSAREQ End:  Transaction over - T8 timer expired. OrgMac - >0013.1050.380 gre

Mar 9 19:28:50.196: DYN - SRV STATE DESTROYED : OrgMac - >0013.1050.3801 Orgld - >89
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Voice Service Flow

Alternative: Show interface cable slot/ subslot/port

Service Flow Verification service- flow sfid verbose
Dynamic Service Flow
CBR8 01# show cable modem 0000.cad6.eeb6 service - flow verbose
Sfid 1143
Mac Address : 0000.cad6.eeb6 _ DS dynamic service flow
Type |Secondary(Dynamic)
Direction 2 : DS Service Flow
Current State . Active
Current QoS Indexes [Prov, Adm, Act] . [0, 11, 11]
Active Time . 24:02
Sid - N/A High Priority for DS flow
Traffic Priority 05 :
Minimum Reserved Rate : Wec il RESEREETE
Admitted QoS Timeout : 200 seconds
Current Throughput . §2
Application Priority :3
Classifiers: h h
Classifier Id 179 Current throughput
Service Flow Id 1143
CM Mac Address : 0000.cad6.eebh6
Direction : downstream
Activation State : active
Classifier Matching Priority 1128
PHSI 10
Number of matches 172112
IP Classification Para : Source IP of DS flow
2522833 200,222 Destination IP of DS flow
BRKSPG 2515 82




SID Tracker

AFromthe LC console:

A Enable SID Tracker:
A debug cable interface ¢ x/y/z serv <sfid> track

A test cable mod - sched show - sf- track <md> <sfid> <start - idx>
<num_entries >

A Clear SFID tracker:
A test cable mod - sched clear - sf- track <us- channel> <sfid>
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Dtrack

ATo track control plane packets fipackets transitioning RP - both ways

A For Example..DDoS attacks, IF debugs showing DHCP Discover and
Request only (e.g. ingress only), CM config file, Routing updates

SUP show platform hardware qfp active feature docsis Clear Dtrack stats so you have clean start
dtrack statistics clear

SUP test platform hardware qfp active feature docsis Enable dtrack against a mac- address
dtrack mac mac

SUP test platform hardware qfp active feature docsis Enable dtrack packet- copy
dtrack packet- copy

SUP clearcablemodem mac reset Reset CM

SUP show platform hardware qfp active feature docsis Display Dtrack Stats

dtrack statistic

SUP show platform hardware qfp active feature docsis (Optional) Deep dive stats, packet header etc..
dtrack statistic verbose

SUP test platform hardware qfp active feature docsis Turn off Dtrack
dtrack disable
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Dtrack Example

F241- 36- 04- cBR8- 01#show platform hardware
dtrack  not enabled
F241- 36- 04- cBR8- 01#test plat hard gfp act feat doc dtrack

F241- 36- 04- cBR8- 01#test plat hard gfp act feat doc dtrack  packet - copy

F241- 36- 04- cBR8- 01#clear cable modem 848d.c7eb.16cc reset

F241- 36- 04- cBR8- 01#show plat hard

gfp act feat doc dtrack stat

DTRACK # mac- addr 848d.c7eb.16cc # flags 0x0000001F
CABLE:upstream

8 match

0 transmit

Punt

count ID punt - cause

2 007 ARP request or response

4 103 cable modem pre

2 107 Cable DHCP

Drop

no drops

CABLE:downstream
3 match
3 transmit

gfp active feature docsis  dtrack

statistics clear

mac 848d.c7eb.161 CABLE:inject -ds

count ID inj - cause
3 040 Cable L2 unicast inject
all transmitted

CABLE:bundle - flood
not enabled

WAN:dhcp6- to - server
no matches

WAN:dhcp6- from - server
no matches

WAN:dhcp4- to - server
4 match
4 transmit

WAN:dhcp4- from - server
2 match
Punt
count ID punt
2 107 Cable DHCP
Drop
no drops

- cause




cBR8- 01#sh run | sec archive
archive

S m art P H Y Iolgg;:g(j)irr]\ggenable

logging size 1000

Checking configuration from cBR -8 notify syslog ~ contenttype  plaintext
hidekeys
AUsed to track RPD related config b Smart PHY v2.2.1
changesviaanytooloncBR-8 ™ v _sormer

Credential Profiles Edit Profile

AEnsure you have archive logging enabled

+ Create New

Ashow archive log config user username 0 S —

cBR8 Enable Password seessssssesssesssensesns

AMoni toring |l ogging c
automation tool ( SmartPhy/BPA/NSO)
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SmartPHY

Validating RPD Transition States

A From Dashboard - > Overview

A Or Dashboard - > RPD Assignment - >

Select RPD - > Details - >
State HI

Un
st orvao

State

Meaning

Online

NotProvisioned

GcpRedirectStarted
GcpRedirectError
GcpRedirected

OfteE D

der

Online

SmartPhy not provisioned for this RPD
and GCP messages discarded

RPD provisioned on cBR- 8
RPD unable to redirect
RPD ACK redirect

Not online on the cBR -8

Dashboard

o RPD Summary
A Core
RPD MAC: a0fB.496f.ad7e

= F247-36-05-cBR8-01.ascable.ci

~ RPD State History

Search...
RPD MAC 2019-05-16 17:49:42
a0fg.496f.ad/e 2019-05-16 17:46:03
2019-05-16 17:46:03
» / 2019=05=16 17:45:54
Cisco("/f;

GS7KviaAPI-02

O X

: Online

: GepRedirectsStarted

: Gopup

: GepRedirected

Total 2
PDs Online RPDs Errored
) 2
Longitude RPD State Provisioned
Online v
615 © 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public 88



~ RPD CLI

SmartPHY |

Checking configuration for RPD or cBR -8
identifier a0f#.4%6f.ad7e
core-interface Te2/1/0
principal
rpd=ds 0 downstream=cable 2/0/0 profile 50
rpd-us 0 upstream-cable 2/0/0 profile &0

ARPD: Go to RPD Assignment Page - >

rpd=event profile 5

Select RPD - > Details
e eC I cable fiber-node 1
downstream Downstream-Cable 2/0/0

downstream sg=channel 0 23 downstream=Cable 2/0/0 rf=channel 0 23

upstream Upstream-Cable 2/0/0
upstream sg-channel 0 3 upstream-Cable 2/0/0 us-channel 0 3

O . Smart PHY v2.2.1
service=group profile 24x4

RPD configs pushed to Core.

A Dashboard
Qverview RPD Assignment

= Inventory
Cancel

~ Assign Service Definitions

Service Definitions Global Settings

Associate RPDs
Search... Q

00000 &=
Downstream Data S...

Service Definition CCAP Core CCAP Core Inter...

Status Provisioned = | RPD Name RPD MAC
~ v GS7KviaAPI-02 a0f8.496f.ad7e 24x45G-IPv4-API F241-36-05-cBR8-... TenGigabitEthernet2/1/0 DS
X - RPD acbe.1234.2345 Test-96x4_1920FDM F241-36-05-cBR8-... TenGigabitEthernet2/1/4 asas
b 4 — FindOne 0909.1212.2121 Test-96x4_1920FDM F241-36-05-cBRB-... TenGigabitEthernet2/1/0 fgvbhj
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cBR- 8
Optimizations and
Automation

You make multi-cloud possible

Cisco (('/6/



BRKSPG 2505

Agenda

Optimization and Automation

A SmartPHY
A Evolved Programmable Network Manager
A Business Process Automation (+Demo cBR -8 I0S- XE Upgrade)

A Automated Fault Manager

vl
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The Automation Cycle

Action Decision

Validate .
Analytics

/GUI

Telemetry
/Collector

Cisco (('/6/

The Automation Cycle

Telemetry  Get the Data
Analytics Find the relevance
Decision Act on insight
Action Make the change

Validation Did we improve?

True automation requires all steps
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SmartPHY

Deployment Simplified
A Resource Selection
A DOCSIS & Video
A cBR- 8 and RPD orchestration

v Unified Provisioning
A Common DHCP Policy

A Flexible RPD to SG mapping
without managing one - offs

Cisco Crosswork Platform
A Common Infrastructure
A API- Centric Design

Advanced Monitoring &
Troubleshooting

Cisco (('/6/

Smart PHY

Automated

Resource

Mapping

Request Network
Access Network
Configuration
¢ RPD Configuration

€z )
2

Remote PHY
Devices

—)

CCAP/Video
Cores
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Evolved Programmable Network Manager

AVersion 3.0 supports cBR - 8 Specific Features and Dashboard

A Dashboard / Cable

cBR-8 Dashboard | Cable Alarm  Cable Madem
Filters Location | All Locations v cBR3Name | A

" Metrics

Physical Device

Last Updated: Friday, May 3, 2019 a1 345.09 PM BST

Software Version Details

Device Name 4 DevicelP

F241-36-02cBR8-01 ascable.cisco com 10.225.234.39
F241-36-03-cBR8-01 ascable.cisco.com 10.225.234.40
F241-36-04-cBRA-01 ascable.cisco com 10.225 234.41
F241-36-05-cBRA-01 ascable.cisco com 10.225.234.42

Cisco {l'Vf /

.

Doptoymant Panding
[ pare—

W ofties

[ L

[ -

Reachability

< JN <]

P
Corsne PHY

Deviee Up Time

23 days 12 hes 7 mins 20 s0cs
23 days 12 hrs B mins 35 secs
23 days 12 hrs. 5 mins 44 secs

23 days 12 hrs 5 mins 40 sacs

O Coeet £G4

L ]
Supervisor FPGA Versions
P8 3 1 g8
! i B B |
[ T ¢ g
B d i §

Seloctad 0/ Tomal 4 {3 v
-

Show | Quick Fiter

Saftware Version

16.6.20170925:164851
1873
187 12

16.9.12

#CLUS

A Dashboard / Cable

rd || Cable Alarm || Cable Modem

Filters Location | All Locations v | cBRBName | Al ¥ | Sevedty | ditem(s) selected | ¥

8y Category
Last Updatod: Friday, May 3, 2013 al 345.43 PM BST

Alarm Details w7 £
Export Show | Quick Filir Ll |
Alarm ID Al Severity WMessage Status Failure Source Timestamp 4 caegory Location
3008909 T Major Devica F241-3603-c.. Mot Acknowledged F241.36-03-BR8- ON0S/2018 22349 F...  Broadband Cable Powar Supply Module 5
3006010 T wajor Devies F241-3603-c.. Mot Acknowledged F241.36-03BRE- (1) 03052018 22349P.. Broadband Cable Power Supply Module 3
3008011 Y Major Devics F241-3603-c.. Mot Acknowledged F241-36-03-c0R-..(7) 03052010 22349P...  Broadband Cable Power Supply Module 4
3008013 O citical Device F241-3603-c.. Mot Acknowledged 10225234 40724 0305/2019 258:03P...  Broadband Cable Ismpi_ia
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Evolved Programmable Network Manager

A Device Specific View

[, ] I Inventory Network Devices / Device Groups / All Devices / F241-36-04-cBRB-01.ascable.cisco.com
Chassis View | Logical View | Device Details  Utiization
a F241-36-04-cBRE-01.ascable.ciscocom @ @ @ aTmm
F241-36-04-cBRB-01.ascable.cisco.com
+
Alarms  Configuraion  Inventory  Interfaces  Performance  Circuits
al L 1 / Inventory Network Devices / Device Groups / All Devices / F241-36-04-cBR8-01.ascable.cisco.com
s Al Critical Major Minor Warning —_—
s Chassis View  Logical View  Device Delails  Utilizaiion
Export Show | Quick|
Fiber Node Utilization ©*
Severity Condition Timestamp ¥ Affected Object & Downstream “ Upstream
| reroox  IESEIECS BT ] TN s see GEE
0% 0% 0% 100% 0% 0% 100%
(] TV_MEMORY_U. 2019-May-03, 15: Ismpi_io
Tolai 14
Show [ Quick Fiter
Downstream Details Upstream Details
Fibe.. Fiber Node Descri Service Group Prafile MAC Domain RPO Count  Modem Count
DOCSIS Utilization # Channals DOCSIS Utilization #Channels
1 FN1:36-04 o 2 Bo- 4 0 ]
2 Jayu2-dummy-vald... | 3 3 | [33 0 0 ]
20 FN20:36-04 Box 2 o 4 o o
2 FN21:36-04 | 33 2 | 3 4 0 ]
2 FN22.36-04 [ | % o 4 o o
o 0 FN3D:36-04 B i | [33 4 0 0
_ el FN31.36-04 Box 24 o 4 0 o
40 FN4D.36-04 | 2 | 33 4 0 0
Pt FN41.35-04 B 4 | s o 0
42 FN4236-04 | 23 ] o 4 0 o
4 FN43.36-04 | B3 0 | [33 4 0 o
44 FNA4:36-04 | I3 | 3 5 0 0
500 FNS00:36-04 B o 6 Optus-2216 Cable3i0i2 0 ]
501 | 53 3 Bow 6 Optus 3246 Cable3013 0 o

el
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Business Process Automation

A A software workflow engine

A Leverages Cisco Network
Services Orchestrator (NSO)

A Leverages BP workflows

Operators Applications

Real- World Use Cases
ASR9k to NCS Migration
cBR- 8 I0S- XE Upgrade
RPD and CIN Onboarding
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BPA Workflow Example 0 cBR-8 I0S- XE Upgrade

.|||.|||. Home / Workflows [ Defined Workflows ) )
cisco.  Business Process Automation admin admin o O 9

Defined Workflows

Overview Tasks Defined Workflows Workflow Instances

+ csv Import Process Definition MR < Clear Selection Q. device

D Key + Name + Version * Resource + Status + LastM... + Actions
o
|:| device_activation Device Activation 1 device_activation-workflow.bpmn Deployed E 7’/ O
mn/,s2
upgradedevice I0S Software Upgrade Sub WF 1 upgradedevice-workflow.bpmn Deployed T
1to2o0f2 1< < Pagelof1 > >l

el
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BPA Workflow Example 0 cBR-8 I0S- XE Upgrade

Camunda Modeler

O-& 8 =@ o c¢ @

- E E 3™ m

osupgrade-workflow-custom.bpmn X

=

Start Upgrade

Do OdS00O0O

O

Diagram XML

upgradedevice-workflow-1.opmn

Wl | @ §

+

1

Get Setting for
device 08

=

Cisco {l'l/&/

Test1Task

@

Execute
precheck

Download
Image

Backup Device
Configs

@

Restore Device

Configs

)

=

=&

Upgrade Device

#CLUS

Wait for device
to start reload

Retry after 10
seconds

BRKSPG 2515

Timeout Timeout

@

Connect to

x device after

reload

Device i Down? Devicq

is Up?

Yes No

Relry after 20
seconds

© 2019 Cisco and/or its affiliates. All rights reserved.
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Handle Timeout

Execute Post
Check

Cisco Public

Create Pre/Post
Diff Report
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BPA Process Template Sample

cisco.  Business Process Automation

Process Templates

Process Templates Executions Analytics Diff Scripts

Home / Process Templates

C Upload > ( Upload Zip )'. Download 1

Download Zip |

Delete

¥ Csv ¥ Excel
cBR8-Test
cBR8-Subpackage-Preparati...
cBR8-Validation-Checks
cBR8-Download-Images
cBR8-Upgrade-SubPkg-Mode
cBR8-Rewind-16101d

cBR8-Backup-Run-Cfg

0O 000000

Template :

Description

Dummy

Firmware Chks + Rommon

Subpkg Mode Upgrade

Del backupcfyg, pkg files, sub...

Backup Running

E Created At

05/21/19, 05:42 PM
05/21/19, 02:56 PM
05/21/19, 02:35 PM
05/21/19, 02:32 PM
05/21/19, 12:46 PM
05/21/19, 12:41 PM

05/21/19, 12:38 PM

From Date

admin admin o o

) ToDate

Updated At

05/21/19, 05:42 PM

05/21/18, 05:31 PM

05/21/19, 10:13 PM

05/21/19, 05:56 PM

05/21/19, 06:06 PM

05/21/19, 12:44 PM

05/21/19, 05:23 PM

NN NN
" = = m

N
]



Home / Process Templates
ol I I ll I P

cisco  Business Process Automation

Process Templates
Process Templates Executions Analytics Diff Scripts

admin admin o o e

Name Pass Criteria

cBR8-Subpackage-Preparatior Description 1&&38&8&8

Select NED -
1 verify /sha512 bootflash:cbrsup-universalk9.16.10.01d.SPA.bin .
2 verify /shab512 stby-bootflash:cbrsup-universalk9.16.10.01d.SPA.bin [
3 verify /sha512 bootflash:/cbrsup-programmable_firmware.16.10.01d.SPA.pkg [ ¥
4 copy bootflash:cbrsup-programmable_firmware.16.10.01d.SPA.pkg stby-bootflash: | prompts ENTER [ ] (v
5 copy bootflash:cbrsup-universalk9.16.10.01d.SPA bin stby-bootflash: | prompts ENTER [
6 dir stby-bootflash: | prompts ENTER i v
7 verify /sha512 stby-bootflash:/cbrsup-programmable_firmware.16.10.01d.SPA.pkg [ ¥
8 request platform software package expand file bootflash:cbrsup-universalk9.16.10.01d.SPA.bin to bootflash:/IOSXE/ wipe [
9 request platform software package expand file stby-bootflash:cbrsup-universalk9.16.10.01d.SPA.bin to stby-bootflash:/IOSXE/ wipe .

100









Automated Fault Management

1. Monitoring telemetr
What J /

oo
.....
.
.

Near- real time, accurate fault detection. .
2. Match signatures
3. Collect data

World- class event collection, : e
identification and correlation functionality
combined with Cisco proprietary : _/
intellectual capital.

Why

Speed issue resolution and
increase staff utilization.

4. Opening TAC cases
5. Send case to NOC

Cisco ("/c,/ #CLUS BRKSPG 2515
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Automated Fault Management Architecture

Customer Network

SMTP
— | Server |
— | .

y

%

A

i

= 1. Syslog message _
|‘gl_______!__l'l_l'§'l e ™

Customer
Network Device

*Some alarms are notificati on

— Customer

Ticketing
System

API Call: get
Action Plan & SR
Link

2. Forward
Syslog
message

Syslog NG

#CLUS

Internet Cisco

CSOne —

=

Encrypted R —

Firewall

Data _
Ee=r e T —

Firewall Smart

only and dondt need to

BRKSPG 2515
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ummary Tab

aliafi ClOUdRay Q

cisco

Q<

Dashboard Alarms Signatures Devices Reports ® Connectad 0

787903 Alarms 90 Signatures 0 TAC Cases 6 Devices

A cereratedin Last 7 days //  CreatzdinLast7 days i Created in Last 7 days &= Connected Devices
. -
more more more mare
Alarms ' Signat -

Select Product Series:[All v

@ Cisco ASR 9000 Series

@ Cisco Camer Routing System
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Summary ﬁ
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Summary

ACCAP Journey

A Deployment And Operational Best Practices for
CBR- 8 Features

ATroubleshooting Techniques for CCAP Services

ATools Review For cBR- 8 Optimizations and
Automation

A Detailed Troubleshooting cBR - 8 Voice services
(In appendix)

ADownstream Bonding Resiliency (in appendix)
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Complete your
online session
evaluation

o]

Cisco (l'l/a/

A Please complete your session survey
after each session. Your feedback
IS very important.

A Complete a minimum of 4 session
surveys and the Overall Conference
survey (starting on Thursday) to
receive your Cisco Live water bottle.

A All surveys can be taken in the Cisco Live
Mobile App or by logging in to the Session
Catalog on ciscolive.cisco.com/us .

Cisco Live sessions will be available for viewing
on demand after the event at ciscolive.cisco.com .
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http://ciscolive.cisco.com/us
https://ciscolive.cisco.com/

Continue your education

Demos in the

. Walk- in labs
Cisco campus

Meet the engineer
1:1 meetings

O ® Related sessions
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SPG Walk- In Labs 0 Hosted in World of Solutions

A No reservation required, just show up and get hands -on experience

A A great way to get hands - on experience on a lot of topics covered here

Session ID Title

LABSPG- 1020 MPLS Segment Routing Introduction
LABSPG- 1327 Introduction to Segment Routing v6 (SRv6) with IOS - XR

Network Slicing with Segment Routing Flex - Algorithm for 5G and other
LABSPG- 2000 Applications
LABSPG- 2001 Intent Based Networking using Segment Routing Traffic Engineering
LABSPG- 2068 Configure and Implement BGP - EVPN with Segment Routing using 10S - XR
LABSPG- 2109 Ethernet VPN (EVPN) Implementation and Troubleshooting
LABRST- 1015 Introduction - Segment Routing for Policy Aware Network

Cisco {l'l/&/
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Appendix o

You make networking possible
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CBR- 8 Quick Reference Sheet
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