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The Case for Business Services
Over DOCSIS
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CMTS-Based Services Landscape

= Massive investment in HFC Infrastructure
= HFC and DOCSIS footprint and coverage
= Predominantly High Speed Data, Internet Access

= \oice over IP Revolution

New revenue stream for Cable Service providers
Competitive pricing for consumers

= |s this the end of line for CMTS and HFC-based
services?

= Next revenue generating service over HFC/CMTS?
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The Next Wave of Evolution—BSoD

= Long history of VPN services over Fiber

= HFC plant under-utilized in Business hours
Dual purpose HFC networks

= Business Services over DOCSIS — BSoD
= No additional cost in most cases

= Same HFC network, additional services
= Zero touch CMTS provisioning

= Standardized service offerings
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Carrier Ethernet Business Services




Why Ethernet Services?

The Basics

: l“"" ! Long History of Deployment

De-facto LAN Technology

Can Terminate Fiber and Copper Effectively
Ethernet over DOCSIS adds a new paradigm

bOSIIIREE=
i

4 Not as Expensive as Other WAN Technologies
meoumiseessy || Staff Already Trained in Ethernet

X4

r.

/ Ethernet Has Came a Long Way Since
Its Early Days
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What VPN Services?

= Mass scale Carrier Ethernet Services adoption
= MPLS-based L3 VPN and L2 VPN services

= Advantages of L2 VPN services over L3 VPN:
Protocol Agnostic
No protocol sharing between SP and Customer
More customer control over their network
Simpler to deploy

= Standardized Carrier Ethernet L2VPN Services
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Carrier Ethernet L2VPN Services

E-LINE Services E-LAN Services

Ethernet Private Line (EPL)

Replaces a TDM private line Ethernet Private LAN (EP-LAN)
Dedicated UNIs for point-to-point connections Supports dedicated UNIs

Single Ethernet Virtual Connection (EVC) per UNI Supports transparent LAN services
The most popular Ethernet service due to its simplicity Supports multipoint Layer 2 VPNs

Port-based

— B
Ethernet Virtual Private Line (EVPL)
Replaces Frame Relay or ATM services
Supports service multiplexed UNIs (i.e., multiple
EVCs per UNI)
Allows single physical connection (UNI) to customer
premise equipment for multiple virtual connections

VLAN-based

Ethernet Virtual Private LAN (EVP-LAN)
Supports service-multiplexed UNIs
Supports multipoint Layer 2 VPNs
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Business Services Over DOCSIS CableLabs

= Builds on standards defined by MEF

= Competitive advantage for Cable SPs due to
HFC reach

= Cable Labs specs available for L2VPNs

= DOCSIS 3.0 offer new opportunities for BSOD
Higher speed with Channel bonding

Effective Competition against T1, leased line and in some
cases, fiber
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Business Services Over DOCSIS
Deployment Models




BSoD L2VPN Deployment Models

= Two distinct deployment models
CPE-Based L2VPN

Minor adjustments over established HSIA services
Layer 2 Tunnel established between CM Routers

Network-Based L2VPN

True L2 service through CMTS
Layer2 tunnel established within Cable SP Network
Multiple variations available

Transparent LAN Services over DOSCIS

Dot1lQ-based BSoD
MPLS-based BSoD
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CPE-Based L2VPN Services




CPE-Based L2VPN

= “Over The Top” approach

= |P Tunnel created by CM router over HSIA Traffic
GRE or L2TPv3 Tunnel

= CM Router establishes EoMPLS over IP Tunnel
EoMPLSoGRE
EoMPLSoL2TPv3

= Cable SP see reqgular L3 traffic from customer
= Fragmentation may be a concern

= Simple, easy deployment, no changes to SP
Infrastructure
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CPE-Based L2VPNs
How It Works?

CM

Router VPN Site#2

VPN Site#1 CM
Router

- IP Tunnel

mEEEIPYW
B HOCSIS HWIC

CM Router (1805 ISR) M Router (1805 ISR)

Ethernet Ethernet
UNI : Cable’'Modem UNI 1

HWIC

|

L2 Tunnel (EOMPLS)
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CPE-Based L2VPN
Control Plane and Data Plane Flow

CPE1 CM1 CMTS1 HR1 DHCP/TFTP CMTS2 CM2 CPE2

UNI Seryer UNI
CM registers .
With CMTS - - (e < Py vc\:nthI] rce:%\]/lls_,rtgrs

CM Router gets

IP address

CM Router sets up
a GRE/IP tunnel (

CM Router sets up
a PW over tunnel

L2VPN Eth

—.------------

R

-———————————-.

CM uses DHCP to

get a Mgt IP address

» CM Router uses
DHCP to get IP
address

( GRE/IP tunnel

CM Router sets
! P up PW o tunnel

EoMPLS Pseudowire

>@

Ve 7\
Frame .
IS SENt Loy [ | —
Eth Frame /- EoMPLSoGREoIP. _1PRacket Eth-Frame

CM Router imposes
an MPLS PW label,
then places GREoIP
header. CM places the
DOCSIS header.

BRKOPT-2502_c1

CMTS removes
DOCSIS header and
forwards it like any IP
packet
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CMTS forwards the IP
packet over DOCSIS.

CM removes DOCSIS
header; CM Router
removes the GRE/IP
and MPLS header &
forward Eth frame
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Network-Based L2VPN Services
TLS over DOCSIS
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Transparent LAN Services (TLS)

Over DOCSIS
How It Works?

= Cisco Proprietary Layer2 Tunneling mechanism
= Precursor to Cable Labs spec on L2VPN BSoD

= All CM traffic encapsulated in a unique VLAN on
CMTS

= Upstream router implement EOMPLS or H-VPLS

= Each L2VPN site (CM) statically configured on
CMTS

= No Multiplexed (EVPL, EVPLAN) Services
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TLS Over DOCSIS

Point-to-Point (E-Line) Service

(" EoMPLS PW

EEEm Service Flow

VPN Site#1 VPN Site#2
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CMTS installs MAC<-> .1q
mapping in forwarding table

L2VPN Eth
Frame
Is sent

TLS Over DOCSIS

Control Plane and Data Plane Flow

CPE1 CM1 CMTS1 PE-1

TFTP Server

B L]

PE-2 CMTS2 CM2 CPE2

] BN

EoMPLS Pseudowire

CM registers .
With CMTS

® >

CM registers
with CMTS

+—9

& downloads config

add; downloads
the config file.

( . CMTS installs MAC<-> .1q
mapping in forwarding table

EoMPLS Pseudowire

Eth Frame.f-DOCSIS. - [802.1q Frame

MPBLS Frame
CM forwards eth
frame over

DOCSIS Flow CMTS maps DOCSIS

Primary US Service
Flow to an 802.1q
VLAN

PE maps VLAN to an
EoMPLS Pseudowire
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[
MPLS Frame

I
802.1g Frame

I
DOCSIS

]
Eth Frame

CM retrieves the
eth frame from

CMTS maps 802.1q  POCSIS Flow.

VLAN back to
DOCSIS DS SF

PE maps EOMPLS PW to
an 802.1q VLAN
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TLS Over DOCSIS Service Verification

= Verify Cable Modem online

= Verify Cable Modem is L2VPN enabled




TLS Over DOCSIS
Multipoint (E-LAN) Service
= Upstream routers implements the multipoint aspect

= Full mesh VPLS may be used
= H-VPLS recommended for better scaling in N-PE

N-PE
(" EoMPLS PW
\ .
EEEN Service Flow
VPN Site#1 VPN Site#2
| |
HFC HiFC i
BeasiEs | Y VAR e SasEs
V5| e | I — = Sl =~ — ) [ o L
Qi:;: ” MT HHI I |
2VPN S P i bE PE CMTS L2 VPN
CM
CM
[
CMTS
FC}
L1000
| I: :gD
_ <1508 :§§ 2 VPN
VPN Site#3 Qiﬂll 0e0 CM
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Dot1Q-Based BSoD
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CablelLabs

CERTIFIED

Dot1lQ-Based BSoD Overview
How It Works?
= Standardized by CablelLabs

= Requires DOCSIS 2.0+

= Zero touch CMTS provisioning
No per site CMTS configuration required
Unique CM config file per L2ZVPN CM

= Up to 4 L2VPN'’s per CM based on service flow
classification

Multiplexed (EVPL/EVPLAN) and non-multiplexed
(EPL/EPLAN) services
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DotlQ-Based BSoD

= CMTS implements L2 “Network Service
Interface™ —NSI

Statically defined NSI Interface
= NSI encapsulation is set to Dot1Q

= Individual DOCSIS service flow map to a VLAN
Mapping is defined by CM via CM config file
VLAN tagged frames forwarded on NSI
CMTS send/receive IP/MPLS and L2 traffic on same NSI

= Upstream PE router implements EOMPLS or
H-VPLS
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CablelLabs

CERTIFIED
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Dot1Q-Based BSoD Services

Service Multiplexing

= Service multiplexing on CM allowed by CableLabs
Allows for more services than TLS over DOCSIS

= Many US/DS SFsto One VLAN ~— Loz
EPL type services 77 @/ %Eigg
One VLAN for all traffic from CM k alat S
May use per SF 802.1p marking CM Bridge N
Up to 8 US SFs per L2VPN

= One US/DS SFsto One VLAN
EVPL type services | mp_z
Up to 4 VLAN for a single CM EEEEE&f VLAN-10Z; 1p=2

cM Bridge

VLAN=104; .1p=0

May use per SF 802.1p marking
Up to 8 US SFs per L2VPN
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Dot1lQ Based BSoD

Control Plane and Data Plane Flow

CPE2

BB

CPE1 CM1 CMTS1 PE-1 TFTP Server PE-2 CMTS2 CM2
B [ ] [ ]
EoMPLS Pseudowire
CM registers
with cuTs - @ —

CM getsmgtIP add H_--------------“---------------ﬁ

& downloads config

CM registers
with CMTS

CM gets Mgt IP
add; downloads

file. the config file.
CM conveys
o> ) CM conveys
L2VPN TLVs PN T
CMTS install :
DOCSIS SF to ® ® CMTS install
VLAN mapping DOCSIS SF to
VLAN mapping
L2VPN Eth
Frame )
Is sent  E— — — — —
Eth Frame J.DOCSIS - }802.1q Frame MPLS Frame MPLS Frame 802.1qg Frame DOCSIS _J Eth Frame

CM forwards eth
frame to classified

DOCSIS Flow CMTS maps DOCSIS

US Service Flow to an
802.1q VLAN

PE maps VLAN to an

EoMPLS Pseudowire PE maps EoMPLS PW to

an 802.1q VLAN
BRKOPT-2502_cl
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CM retrieves the
eth frame from

CMTS maps 802.1q  POCSIS Flow.

VLAN back to
DOCSIS DS SF

33



End-to-End DotlQ-Based BSoD Service

= Point-to-Point (E-Line) Service P

IP/MPLS
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DotlQ-Based BSoD Configuration

CM Config File Requirements

3,NetworkAccess, 1,1
18,MaxCPE,1,0
24,UsServiceFlow
1,ServiceFlowRef,2,1
6,QosParamSetType, 1,07
43,VendorSpecificSubtype
8,VendorIdentifier,3,FF FF FF
5,L2VPNEncoding
1,L2VPNIdentifier,9, DOT1Q BSoD
8,IngressUserPriority, 1,04
25,DsServiceFlow
1,ServiceFlowRef,2,3
6,QosParamSetType, 1,07
29,GlobalPrivacyEnable,1,1
45,DUTFiltering
1,DUTControl,1,01
43,GeneralExtensionInformation
8,VendorIdentifier,3,FF FF FF
5,L2VPNEncoding
1,L2VPNIdentifier,9, DOT1Q BSoD
2,NSIEncapsulation
2,IEEE802.1Q,2,100

CMTS#

cable 12-vpn-service xconnect nsi dotlq interface Gigl/1/@
!
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Vendor specific subtype
for L2VPN.

Vendor ID for GEI

L2VPN 1d=DOT1Q
BSoD must be the same
as specified in L2ZVPN
Encoding.

.1p bits = 4 to be
imposed by CMTS

L2VPN Id=DOT1Q
BSoD must be the same
as specified in L2VPN
Encoding.

«+

100is 802.1g VLAN id to
be imposed by CMTS

One-time config
needed on CMTS.
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Dot1lQ-Based BSoD Service Verification

= Verify Cable Modem is L2VPN enabled




DotlQ-Based BSoD
Multipoint (E-LAN) Service
= Upstream routers implements the multipoint aspect

= Dedicated N-PE with H-VPLS

N-PE Service Flow == == = =

VPN SITE#2

- -
,/. CMA
_-Business (VLANS

ChMz
Business {VLANG

CM3
‘.\ Residsntial (HSD)
R
~ mjnin|
. CM LIOOL 50
TNl Onl2000 A
l\"‘-..__ oolEE0t on
VPN SITE#3
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MPLS-Based BSoD Services




CablelLabs

CERTIFIED

MPLS-Based BSoD Services

How It Works?

= Why settle for VLAN encapsulation on CMTS
for BSoD?

= Evolution of DotlQ-Based BSoD Services

* EOMPLS on CMTS !l
Supported on CMTS 12.2(33)SCC and later

= No need for upstream PE device
= Better scaling (no more 4000 VLAN limit)

= Upstream redundancy and load-balancing
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CablelLabs

CERTIFIED

MPLS-Based BSoD Architecture

= NSI encapsulation is set to MPLS on CMTS
= CM maps Ethernet UNI to a DOCIS service flow

= DOCSIS service flow map to an EOMPLS PW

Mapping is defined by CM via CM config file
EoMPLS frames forwarded on any available MPLS uplink

= Zero Touch CMTS provisioning possible
Cable modem config file define PW parameters

= QoS provided through MPLS EXP bits



MPLS-Based BSoD Services

Service Multiplexing

= Service multiplexing on CM allowed by CableLabs
Allows for more services than TLS over DOCSIS

= Many US/DS SFs to One PW
EPL type services
One PW for all traffic from CM
May use per SF EXP marking
Up to 8 US SFs per L2VPN

= One US/DS SFs to One PW
EVPL type services
Up to 4 PW for a single CM
May use per SF EXP marking
Up to 8 US SFs per L2VPN

\
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CM Bridge

isco Public

AN

PW=1; .EXP=5
PW=1; EXP=2
PW=1; EXP=0

/\/—\

)

HFC PW=200; EXP=5

k_\/

PW=12; EXP=2
PW=13; EXP=2

PW=14; EXP=0
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MPLS-Based BSoD

Control Plane and Data Plane Flow

CPE1 CM1 CMTS1

TFTP Server
—

CMTS2 CM2 CPE2
I UNI

e

CM registers

With CMTS - - (@

CM gets mgt IP add

L1

CM registers

—Q | ithcmTS

CM gets (Mgt) IP

&dOWnloadSCOﬂflg ﬁ---------------+---------------ﬁ address: downloads

file.

CM conveys (et

L2VPN TLVs

the config file.

H CM conveys

L2VPN TLVs
CMTS initiates setting up a

CMTS sets up a PW
using the info from TLVs

L2VPN Eth

EoMPLS Pseudowire

PW using info from TLVs

Frame
Is sent
Eth Frame DOCSIS MPLS Frame
CM forwards eth

frame to classified

DOCSIS Flow Service Flow to an

EoMPLS Pseudowire

CMTS maps DOCSIS
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MPLS Frame DOCSIS Eth-Frame

CM retrieves the
CMTS maps EoOMPLS eth frame from
Pseudowire to a DOCSIS Flow.
DOCSIS ServiceFlow
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End-to-End MPLS-Based BSoD Service

comers pw - ([T

Service Flow e &= = =

VPN SITE#2
VPN SITE#1

. . IP/MPLS
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MPLS-Based BSoD Configuration

CM Config File Requirements

43,VendorSpecificSubtype
MPLS BSoD

8,IngressUserPriority, 1,04

45,DUTFiltering

43,GeneralExtensionInformation

MPLS BSoD

2,NSIEncapsulation
MPLSIPv4Peer,5,1.99.1.1.22

* Peer PE address may not be needed in the future.

BRKOPT-2502_cl © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Public

Optional: Vendor

specific subtype for
L2VEN

Vendor ID for GEI

L2VPN Id=MPLS BSoD
must be the same as
specified in L2VPN
Encoding.

<

MPLS EXP=4 to be
imposed by CMTS

L2VPN Id=MPLS BSoD
must be the same as
specified in L2VPN
Encoding.

99.1.1.22 is peer PE’s IP
address.*

2001 is used as the PW-
id.

Source All and Target All
must be the same.

One-time config needed
. on CMTS.

45




MPLS-Based BSoD Service Verification
= Verify Cable Modem is MPLS L2VPN enabled

= Verify the pseudowire(PW) is up
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MPLS-Based BSoD Service

EVPL Service Example

s msmmm MPLSPseudoWire

e
f —}--\/ﬁ’\‘-101
iﬂFC}f =
o~
e Bicoo:
\“\VHEQ/

T~

} \£Aﬁ:.103
’\\H FE»

/\
IP/MPLS /
Network,

Pngfo P

— WX 2 == =

VLAN=101 ﬂ

VLAN=102 s s

VLAN=103 o o et

VLAN=104 SRWREXPF2 ~
B g PW4 EXQ= 2
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MPL-Based BSoD
Cable Modem Config File for EVPL

43,GeneralExtensionInformation

MPLS EVPL1
2,NSIEncapsulation
MPLSIPv4Peer,5,1.99.1.1.22

MPLS EVPL1
8,IngressUserPriority, 1,04

2 43,GeneralExtensionInformation

MPLS EVPL2
2,NSIEncapsulation
MPLS EVPL2 MPLSIPv4Peer,5,1.99.1.1.23

8,IngressUserPriority,1,05

1
1 45,DUTFiltering

V1anID 100

V1anID 200
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MPLS-Based BSoD
Multipoint (E-LAN) Service
= Upstream routers implements the multipoint aspect

= Dedicated N-PE with H-VPLS
N-PE (0 EoMPLS PW

\ EEEE Service Flow

) VPN Site#2
VPN Site#1
o HEC HFC
Ee |||j‘—‘ ----- —e. R e T T T T T ﬁ”iii ”E
HEE - EHlplth
L2VPN MTS P PE PE CMTS L2 VPN
CM CM
CMTS
FC
) 1500 :QQ 2VPN
VPN Site#3 :Eii:” oe0 CM
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Selecting a BSoD Deployment Model
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Which BSoD Model to Use?

= No “One Size Fits All” answer
= Decision a function of various factors

= Technical Factors:
Scale and Performance
Fragmentation and Overhead
High Availability
Interworking with Fiber Access
= Operational Factors
CPE Cost

Ease of Deployment
CMTS Software and Configuration Changes
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BSoD Comparison Matrix

TLS over
DOCSIS

CPE-Based
L2VPN

DotlQ-Based MPLS-Based
BSOD BSoD

Deployment

Consideration

Scale

Fragmentation &
Overhead

CMTS Uplink High
Avalilability

Separate PE Required?

Fiber Interworking

CPE Cost

DOCSIS Backend
Changes

CMTS Config Changes

BRKOPT-2502_c1

CPE Capability

N\

&

o
Limited
N\

S

No

4000

2]

& & %

Per L2VP Site

4000

<0

» & & H

One Time

16000 (UBR10K)

T O*

One Time *

* For time to market, Per Site L2VPN configuration on CMTS can be done
via CLI, thus bypassing the DOCSIS backend changes requirement
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Summary

= Business Services over DOCSIS picking up steam
= Leverage existing HFC infrastructure

= Standardized MEF Carrier Ethernet Services

= Wide range of Deployment option

= CPE-based L2VPN model provides ease of
deployment

= Network-based BSOD provides flexibility and
enhanced functionality

= Multiple decision factors for correct BSoD model
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